Internal Data Protection (UK GDPR) Policy
For Hearts in the Stand Last updated: 15 May 2026
1. Purpose of this policy
This policy explains how Hearts in the Stand (“we”, “our”) collects, stores, uses, and protects personal data in line with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. It ensures volunteers understand their responsibilities when handling personal information.
2. Scope
This policy applies to:
· All volunteers
· Board members
· Contractors or partners handling data on our behalf
It covers all personal data processed by the organisation, whether digital or paper‑based.
3. Key definitions
· Personal data — any information that identifies a person (e.g., name, email, photos).
· Special category data — sensitive information (e.g., health, ethnicity).
· Data controller — Hearts in the Stand; we decide how data is used.
· Data processor — anyone handling data on our behalf.
4. Data protection principles
We follow the six UK GDPR principles. Personal data must be:
1. Lawful, fair, and transparent
2. Collected for specific purposes
3. Adequate, relevant, and limited
4. Accurate and up to date
5. Kept only as long as necessary
6. Kept secure
5. Lawful bases for processing
We process data using one or more lawful bases:
· Consent — e.g., mailing lists, photos.
· Legitimate interests — e.g., volunteer coordination.
· Contract — responding to enquiries or agreements.
· Legal obligation — safeguarding or reporting requirements.
Volunteers must not collect data without a lawful basis.
6. What data we collect internally
We may collect:
· Volunteer contact details
· Emergency contact information
· Training and safeguarding records
· Attendance logs
· Photos or media (with consent)
· Incident reports
· Feedback or surveys
We only collect what is necessary.
7. How data must be handled
Volunteers must:
· Store data securely (password‑protected devices or approved systems)
· Never use personal email accounts for organisational data
· Avoid sharing data in group chats unless necessary and appropriate
· Keep paper records locked away
· Report data breaches immediately
8. Data security
We ensure:
· Password protection on all accounts
· Two‑factor authentication where possible
· Limited access based on role
· Secure deletion of old files
· Encrypted storage for sensitive data
Volunteers must not:
· Share passwords
· Leave devices unlocked
· Store data on personal USB sticks
9. Special category data
This includes health information, ethnicity, or safeguarding details. It must only be collected when absolutely necessary and stored securely with restricted access.
10. Data retention
We keep data only as long as needed:
· Volunteer records — while active + 1 year
· Safeguarding records — minimum 6 years
· Incident reports — 3 years
· Mailing list data — until consent is withdrawn
Data is securely deleted when no longer required.
11. Data sharing
We do not sell or share data with third parties. We may share data with:
· Email or cloud service providers
· Event platforms
· Safeguarding authorities (if required)
Any sharing must be lawful, minimal, and documented.
12. Volunteer responsibilities
Volunteers must:
· Follow this policy
· Use only approved systems
· Report breaches immediately
· Keep data confidential
· Complete data protection training
13. Data breaches
A data breach includes:
· Lost devices
· Emails sent to the wrong person
· Unauthorised access
· Accidental disclosure
Volunteers must report breaches within 24 hours. Serious breaches may need reporting to the ICO within 72 hours.
14. Individual rights
People have the right to:
· Access their data
· Correct inaccurate data
· Request deletion
· Withdraw consent
· Restrict processing
· Data portability
Requests must be forwarded to the Volunteer Lead immediately.
15. Use of photos and media
We require:
· Explicit consent for identifiable photos
· Clear opt‑out options
· Secure storage of media files
· Removal of images if consent is withdrawn
16. Training
All volunteers handling data must complete:
· Data protection training
· Safeguarding training (if relevant)
Training is refreshed annually.
17. Review of this policy
This policy is reviewed annually or sooner if legislation or organisational needs change.

